
 

 

De BHV App User synchronisation via 
Microsoft Azure 

Through automatic user synchronization, accounts in the StandBy BHV app are updated daily (by 
default during the night) based on your Microsoft Azure group. When you add or remove 
someone from this group, the account in StandBy is automatically adjusted. This manual provides 
the necessary details for activation, the available synchronization options, the data we use, and 
the required Azure configuration. 
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Requirements  

-​ A Microsoft Azure environment (at least one environment/tenant).  
-​ An Azure Group in which all individuals who require a StandBy BHV account are added. 
-​ The permissions to create and configure a 'daemon app' (an app with background 

permissions) within the Azure environment, as well as grant administrative permissions for it. 
-​ The permissions to grant one-time 'admin consent' for the application. 

Data to be collected for Standby  
 
To enable the linking of user data, after completing the steps outlined below, the following 
information must be provided to StandBy Solutions: 

●​ Tenant ID 
●​ Group ID ('object ID') 
●​ App ID ('object ID') 
●​ App Client ID 
●​ App Client Secret 
●​ At least one contact person / department (name and email address) who can be contacted if 

there are issues with credentials at a later stage (such as an expired API secret). 
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Synchronisation configuration 

By default, user synchronization will be executed once per day between 00:00 and 06:00 during 
the night. 

Create (New user): 

●​ Users automatically receive the 'BHV' role and are linked to the primary location(s). 
●​ Users immediately receive an activation email containing instructions and the app download 

link. 

Delete (From Azure group): 

●​ The account and associated data are immediately removed from StandBy. 
●​ Users receive an email confirming that app access has been revoked. 

Exceptions (Retention-whitelist): 

●​ System accounts can be placed on a 'whitelist' so that they are never automatically 
removed, even if they disappear from Azure. 

  

 

Please note: This module synchronizes users only once upon creation or deletion in Azure. No 
interim updates take place (such as changes to email address or phone number). This is not a Single 
Sign-On (SSO) module. 
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Data used by StandBy 
StandBy Solutions performs user synchronization every night. During this process, all users who are 
members of the specified group in Microsoft Azure are retrieved. 
 
The following fields are retrieved via the Microsoft Graph API: 

id,businessPhones,mail,mobilePhone,officeLocation,givenName,surname,accountEnabled,create
dDateTime,employeeId​
 
The following fields are used and stored within StandBy by default: 

●​ givenName and surname used to construct the username (both required). 
●​ mail: Used to link to the StandBy account and inform the user about their new account (as 

well as other StandBy application-specific email notifications depending on the selected 
modules/configuration) (required). 

●​ employeeId: Used to uniquely identify users. Based on this ID, StandBy determines whether a 
user should be created, maintained, or removed (required). 

●​ mobilePhone: Used as the phone number if available in the API response. Otherwise, the 
system checks (only) the first phone number in businessPhones. If no phone numbers are 
found, none is stored in StandBy. 

 

If the API fails to respond or returns incomplete required data for any reason, no mutations are 
performed on the StandBy side. 

 
Optional fields: 

●​ officeLocation: Can be custom-mapped to automatically assign a user's Azure location to the 
appropriate location(s) within the StandBy app. 

●​ accountEnabled: Can be used to automatically remove disabled Azure accounts. 

(accountEnabled = false) From StandBy, even if they remain in the Azure group. 

●​ createdDateTime: Used by StandBy to analyze and resolve potential synchronization issues.
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Configuration in Microsoft Azure 
Stap 1: Configure group

 
Create a new group or select an existing group containing Emergency Response Officers (BHV 
personnel) to synchronize with StandBy. 
1.​ In Microsoft Azure, navigate to: Home > Azure Active Directory > Groups > All groups. 
2.​ Select one of the following options: 

○​ Existing group: Copy the Object ID from the table for the BHV group and save it. 
○​ New group: Click New group, define the group details (optionally add 

owners/members directly), and click Create. Then copy the Object ID. 
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Stap 2: Create App-registration 
Create a new application and grant the necessary permissions to provide StandBy with access to 
user data. 
 
1.​ Navigate to: Home > Azure Active Directory > App registrations. 
2.​ Click New registration at the top left. 

 
3.​ Fill in the details: 

○​ Name: Enter a recognizable name (e.g., 'StandBy BHV app user synchronization'). 
○​ Supported account types: Select Accounts in this organizational directory only (Single 

tenant). (If managing multiple tenants, ensure the correct tenant containing the BHV 
group is selected). 

○​ Redirect URI: Can be left blank. 
4.​ Click Register. 
5.​ Copy and save the following values: 

○​ Application (client) ID 
○​ Object ID (this is the App ID) 
○​ Directory (tenant) ID 
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Stap 3: Add Permissions & Grant Admin Consent 
To ensure StandBy can read the correct group and user data, specific Microsoft Graph API 
permissions are required.

 

1.​ From the overview page of the newly created application, navigate to API permissions. 
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2.​ Click Add a permission and select Microsoft Graph API. 
3.​ Select Application permissions and add the following permissions: 

○​ Directory.Read.All 
○​ Group.Read.All 
○​ GroupMember.Read.All 
○​ User.Read (mogelijk standaard al toegevoegd) 
○​ User.Read.All 

4.​ Click the button Grant admin consent for [tenant] and confirm the action. 

 

5.​ Verification: Once granted, a green checkmark will appear next to all permissions in the Status 
column ('Granted for [tenant]'). 
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Stap 4: Create Client Secret  
Create a set of 'client secrets' to grant StandBy authorized access to the application. 
1.​ Navigate to: Certificates & secrets > 'Client secrets' tab. 
2.​ Click New client secret 

 
3.​ Enter a description (e.g., 'StandBy BHV App') and set the expiration duration to 730 days (24 

months). 

 
4.​ Click Add. Immediately copy the Value of the new client secret. 

​
ATTENTION:This value is visible only at the moment of creation. Once you leave the page, the full 
value can no longer be viewed or recovered. 
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Stap 5: Execute Admin Consent URL 
Grant final approval via the constructed Admin Consent URL. 
 

1.​ Construct the URL using your specific parameters: 
​
https://login.microsoftonline.com/{tenant-id}/adminconsent?client_id={client-id} 

 
2.​ Open this URL in a browser and grant consent. (Any messages displayed immediately after 

granting consent can be safely ignored). 

How does Synchronisation work in practise? 
●​ Nightly Processing: Synchronization is automatically executed daily between 00:00 and 06:00 

during the night. 
●​ Automatic Invitations: New users added to the Azure group are created with the 'BHV' role and 

immediately receive an email with instructions on downloading the app. 
●​ Data Security: Removed users receive a confirmation email stating that their account and 

associated data have been permanently deleted from StandBy. 
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Next Steps 
Providing data 
Send the collected information (Tenant ID, Client ID/Secret, Group ID) securely to your designated 
contact person at StandBy Solutions. 

●​ Contact Person: Include the name and email address of a designated contact person or 
department responsible for managing potential credential issues (such as an expiring 
secret). 

Security Notice: Treat this dataset with the same confidentiality as an administrative password; it 
grants direct access to user data. 

 

Testing 

StandBy Solutions will test the connection via the Microsoft Graph API and communicate the 
results or any error messages directly back to you. 

 

Synchronisation 
The activation date and initial (manual) synchronization will be scheduled in consultation. Please 
keep the following points in mind prior to activation: 
 

●​ Key Renewal: Well before the expiration date (within 2 years, ideally 30-60 days prior), 
generate new keys in Azure and email them to support@standbysolutions.nl. 

●​ Existing Accounts: Critical or shared accounts must be flagged in StandBy prior to activation 
to prevent them from being automatically deleted during synchronization. 

●​ Communication & IT: Ensure that Emergency Response Officers (BHV personnel) are notified 
about the incoming activation email and that your IT department has implemented the 
required 'Technical Requirements' to guarantee email deliverability. 
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